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Assuring and Securing Information in the NHS

Tuesday 12 May 2015 Hallam Conference Centre London

“Cyber security has become an issue of international concern with governments and industry
around the world prioritising research and investment in the domain. The way in which cyber
security affects the medical and health care profession has hitherto not received the attention and
focus it deserves. This conference brings together key thinkers in the domain and highlights the key
risks and concerns that anybody involved in the healthcare profession should be aware of.

By the end of the conference you will

e Have a broad understanding of risks in this domain as well as some mitigation strategies and
ideas

e Get a good understanding of the cyber security issues that affect your work and profession

e Have the opportunity to network with other professionals and specialists in the area”

Harjinder Singh Lallie, Senior Teaching Fellow, Cyber Security, University of Warwick

This conference focuses on the important issue of cyber security in healthcare. With the national
drive to move towards a paperless NHS combined with the increased use of internet portals,
clinical portals, telemedicine and virtual online clinics this conference will look at understanding
and reducing your information security risks, assuring and securing information and information
governance of electronic data, records and information.

Follow the conference on Twitter #CyberNHS
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Visit our website www.healthcareconferencesuk.co.uk or tel 01932 429933 fax 0208 181 6491




10.00  Chairs Introduction

Sean Brennan Independent Consultant in Healthcare Informatics Clinical Matrix

10.15 Cyber Security in Healthcare

Harjinder Singh Lallie » what are the cyber security risks for your organization
Principal Teaching Fellow Cyber Security * terminology and definitions

R . . o |evels of maturity
University of Warwick : - . )
* developing a positive approach to managing cyber risks

10.45 Information Assurance and Cyber Security in the NHS: National Update

James Woods o learning from the NHSIC review of cyber security in the NHS
o key issues for Senior Information Risk Officers

Head of Infrastructure Security, Information Assurance ) ues ' !
e risk driven information security

Health and Social Care Information Centre (HSCIC)
11.15 Question and answers, followed by coffee and exhibition

11.50  Extended Session: Undertaking a information security risk assessment

Julian Meryck This session will provide a step by step guide to undertaking a risk assessment of
your information security risks and cyber security issues you may be facing in your

Vice President, Security Services Europe nior :
organization/service

IBM

12.40  Electronic Information Governance: Current issues for Caldicott Guardians and Senior Information Risk Officers

Christopher Fincken « electronic information: information governance issues

Chair The UK Council of Caldicott Guardians ° Sogal media risk :”: mgr}zgemegt g
Member National Information Governance Committee cyber security and the Caldicott Guardian
Care Quality Commission

13.10 Question and answers, followed by lunch and exhibition

Cyber Security in Healthcare: Case Studies in Practice

14.00 Cyber and Electronic Data Security in Practice in an NHS Trust

Chris Fokke chief Clinical Information Officer  understanding the risks and the weak points in the system
5 il Pik i * engaging clinicians and frontline staff
with Neil Pike EPR architect/Lead developer * information security and electronic patient records

Hampshire Hospitals Foundation Trust

1430  Cyber Security in Virtual Clinics: Biometrics and healthcare systems
Mr Bibhas Roy « data security and virtualisation

¢ information governance and information sharing

Consultant Orthopaedic Surgeon & Virtual Orthopaedic Clinic Lead * how we have managed cyber security in our Orthopaedic Virtual Clinics

Central Manchester University Hospitals NHS Foundation Trust

15.00  Cyber Security Response

Andy Collins * how you can plan for a cyber security incident
* what should be done immediately

Head of Incident Response * advice for clinicians and managers

Nettitude

15.30  Question and answers, followed by tea and exhibition

16.00 Mitigating and managing Cyber Security risks in medical devices
Peter Smithson * what are the cyber security risks in medical devices

* how can you mitigate and manage these risks

Head of MEMO (Medical Equipment Management
f ( quip g * what can you do to prepare? Are NHS Trusts underprepared?

Organisation)
University Hospitals Bristol NHS Foundation Trust

16.30  Training and educating frontline staff in information security and cyber awareness

Darran Tu rley ¢ how do we raise cyber awareness in NHS organisations
* improving accountability and ownership of information security and cyber risks

IT Security and Compliance Manager e ° et
* managing information security issues at the boundary of care

Nottingham Healthcare NHS Trust

17.00 Summary of the day and looking ahead

Sean Brennan Independent Consultant in Healthcare Informatics Clinical Matrix

17.10 Question and answers, followed by close
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Conference Registration

Cyber Security in Healthcare

Tuesday 12 May 2015 Hallam Conference Centre London

Download

Post this form to Healthcare Conferences UK
8 Wilson Drive, Ottershaw, Surrey, KT16 ONT

By Cheque A cheque for

Please make Cheques Payable to: Healthcare Conferences UK Ltd.

is enclosed

By Invoice Please send an invoice to

Name
Organisation

Address

Postcode

PURCHASE ORDER NUMBER

(1f Applicable)

Please note if you are requesting an invoice many NHS organisations now require a Purchase Order
Number to be provided. If you do not provide this number this may slow down the processing of this

delegate place.

ByBACS

For Payments in £:

Sort Code 40-46-22 Account No. 21553690

m Please send your BACS remittance form as confirmation of payment

m Your BACS Reference

Please write your address clearly as confirmation will be sent by email, if you
prefer confirmation by post please tick this box,
Please also ensure you complete your full postal address details for our records.

Please specify any special dietary or access requirements

All sections must

By credit card Please debit my Visa/Mastercard/Switch be completed

Cardholder’s Name

This form must be signed by the delegate or an authorised person

before we can accept the booking

(By signing this form you are accepting the terms and conditions below)

Name

Signature

Date

Conference
Documentation

Venue
Hallam Conference Centre, 44 Hallam Street, London
W1W 6JJ. A map of the venue will be sent with
confirmation of your booking.
Date
Tuesday 12 May 2015
Conference Fee
£365 + VAT (£438.00) for NHS, Social care, private
healthcare organisations and universities.

D £300 + VAT (£360.00) for voluntary sector / charities.

D £495 + VAT (£594.00) for commercial organisations.

The fee includes lunch, refreshments and a copy of the
conference handbook. VAT at 20%.

For more information contact Healthcare Conferences UK on 01932 429933

The information provided will be held on the Healthcare Conferences UK’s

database and may be used to update you with details of other events that we
organise. If you DO NOT wish to receive this information, please tick this box D

Visit our website www.healthcareconferencesuk.co.uk

Card No.
Valid From

Issue No. (switch only)

Expiry Date

You will be contacted during the processing of your booking to confirm the payment card security code.

Signature

Card billing address

Promotional Code

| cannot attend the conference but would like to receive a PDF containing the
conference handbook material, which includes speaker slides, at £49 each.

*Online Discount
10% discount when you book online via credit card. This offer is exclusive
to online credit card bookings and cannot be used in conjunction with
any other Healthcare Conferences UK offer.

**Group Rates

A discount of 15% is available to all but the first delegate from the same
organisation, booked at the same time, for the same conference.

Terms & Conditions

A refund, less a 20% administration fee, will be made if cancellations are
received, in writing, at least 4 weeks before the conference. We regret
that any cancellation after this cannot be refunded, and that refunds
for failure to attend the conference cannot be made, but substitute
delegates are welcome at any time.

We occasionally release your details to companies sponsoring or exhibiting at
our events. If you DO NOT wish to receive information from these companies,
please tick this box

or tel 01932 429933

fax 0208

(this is the last three digits of the number printed on the back of your card)

The PDF will be emailed out after the conference, please fill in
the ‘Your Details’ section above, ensuring your email address
is clear and the ‘Payment’ section..

Accommodation
On confirmation of your booking you will receive information for
booking accommodation should you require it.

Confirmation of Booking

All bookings will be confirmed by email, unless stated otherwise.
Please contact us if you have not received confirmation 7-10 days
after submitting your booking.

Exhibition

If you are interested in exhibiting at this event, please contact us on
01932 429933, or email carolyn@hc-uk.org.uk

Credits
CPD Certified. This conference is recognised by the Good Governance
Institute.

or email jayne@hc-uk.org.uk

Healthcare Conferences UK reserve the right to make changes to speakers and
programmes without prior notice.
©Healthcare Conferences UK Ltd 2011
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